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Introduction

The C1000-169 IBM Cloud Associate Site Reliability Engineer (SRE) V2 certification validates foundational
knowledge in maintaining and supporting reliable cloud services on IBM Cloud. It demonstrates understanding of
operational best practices, incident management, and cloud security considerations, emphasizing resilience and
efficiency in modern cloud environments.

About This Training / Certification

This certification evaluates competencies in core site reliability engineering principles, operational workflows, and
cloud-based deployments. It is positioned at a foundational to intermediate level and fits into a broader learning
journey that progresses from basic cloud operations to more advanced SRE and DevOps practices. Candidates
gain skills in managing service reliability, troubleshooting issues, and implementing secure and efficient
operational procedures in cloud environments.

What We Offer (AAAdemy)

AAAdemy provides structured training resources designed to support certification preparation and skill
development across a wide range of IT domains. Our learning materials are built around clear knowledge
structures, practical study guidance, and exam-oriented practice to help learners progress with confidence.

We offer well-organized knowledge explanations that break down complex topics into clear, understandable
sections aligned with official exam objectives and real-world skill requirements. Each topic is designed to support
both conceptual understanding and practical application.

Our study plans and learning guidance help learners follow a logical progression, focusing on key concepts,
common pitfalls, and effective preparation strategies. This approach enables learners to study efficiently while
maintaining a clear view of their learning goals.

To reinforce understanding, AAAdemy also provides practice questions and exam-focused insights that reflect
typical certification scenarios. These resources are intended to help learners evaluate their readiness and
strengthen their confidence before taking an exam.

All content is designed for flexible, self-paced learning, allowing individuals to study independently or alongside
their existing professional or academic commitments.
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Knowledge Overview

The certification covers several key domains:

e SRE Fundamentals and Terminology: Understanding the principles, roles, and standard practices of
site reliability engineering.

e Incident Management and Post-Incident Reviews: Processes for responding to outages, analyzing root
causes, and improving system reliability through structured reviews.

e Observability Topics: Monitoring, logging, metrics, and alerting to maintain visibility into system health
and performance.

e Troubleshooting and Runbooks: Techniques for diagnosing issues and using documented procedures
to resolve operational challenges.

e Operations: Day-to-day operational tasks, including system maintenance, performance management,
and automation workflows.

e Deployments: Practices for safely deploying updates and maintaining consistent, stable cloud
environments.

e Security on IBM Cloud: Basic security principles, including access management, data protection, and
compliance considerations in cloud operations.

Candidates are expected to conceptually understand how these domains interconnect to support resilient,
observable, and secure cloud services, emphasizing reasoning and practical comprehension over rote
memorization.

Detailed Knowledge Explanation

1. C1000-169 SRE Fundamentals and Terminology

Site Reliability Engineering (SRE) functions as a strategic architectural bridge between software development
and IT operations, transforming traditional silos into a unified engineering discipline. By applying software
engineering mindsets to operational challenges, SRE enables organizations to balance the aggressive pursuit of
feature velocity with the non-negotiable requirement for system stability. This methodology ensures that as digital
services scale, the underlying infrastructure remains resilient and capable of meeting rigorous availability
standards through automation and data-driven decision-making.

1. What is SRE?

SRE is a standardized engineering practice pioneered by Google in 2003 to manage highly complex, distributed
systems with maximum efficiency. At its core, SRE applies software engineering techniques—such as
programming, automation, and systems design—to the domain of operations. This shift transforms manual,
repetitive maintenance into a scalable practice where engineers use software to manage and optimize systems.
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The primary objective is to maintain high availability and reliability while simultaneously accelerating software
delivery cycles through rigorous testing and the reduction of human intervention.

2. Key Concepts in SRE

A foundational pillar of SRE is the Error Budget, which represents the tolerated amount of downtime or failure
within a specific window, such as a thirty-day month. This concept acts as a critical "so what" metric; it balances
innovation with stability by allowing teams to take calculated risks as long as the budget remains intact. If the
budget is exhausted, the SRE mandate requires a shift in focus from new features to reliability improvements
until stability is restored. Furthermore, SRE architects prioritize the systematic reduction of toil, defined as
manual, repetitive operational work. To ensure long-term system health and engineering growth, SRE principles
typically recommend a cap on operational toil at 50%, with the remaining time dedicated to engineering projects
that improve system resilience.

3. Key SRE Terminology: SLA, SLO, and SLI

Reliability management relies on a hierarchical relationship between Service Level Agreements (SLAs), Service
Level Objectives (SLOs), and Service Level Indicators (SLIs). The SLI is the empirical, measurable metric—such
as response time, error rate, or availability—that provides the raw telemetry data required for assessment. The
SLO is an internal target set by the engineering team, often intentionally stricter than the external commitment to
provide a safety buffer. Finally, the SLA is the formal business commitment to the customer, specifying promised
service levels and the compensation, such as refunds, required if those levels are not met. Together, these
metrics ensure that internal engineering targets proactively protect external business obligations.

4. SRE Roles in a Team

SRE engineers serve as the collaborative link between development and operations teams, focusing on building
automated scripts and tools to eliminate manual tasks. Their role involves ensuring that new features are stable
enough to launch without disrupting existing services. By utilizing tools like Ansible or Terraform, SREs automate
daily operations such as server restarts or configuration updates. This engineering focus reduces the likelihood of
human error and allows the team to spend more time on continuous improvement, analyzing past incidents to
refine the system architecture against future failures.

5. The History and Evolution of SRE

The discipline was established at Google by Ben Treynor Sloss, who sought to apply structured engineering
principles to the rapid scaling of distributed environments. Since 2003, SRE has evolved from an internal Google
model into a global industry standard adopted by leaders such as IBM, Netflix, Amazon, and Microsoft. This
evolution reflects a broader industry shift toward maintaining high availability while managing the extreme
complexity of cloud-native environments, moving away from reactive troubleshooting toward a proactive
engineering mindset.

6. SRE vs. DevOps: Key Differences

While SRE and DevOps share common goals of breaking down silos and increasing deployment frequency, they
differ in their operational focus. DevOps is a broad cultural philosophy centered on collaboration and faster
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delivery cycles through CI/CD and Infrastructure as Code. SRE is a specific, metric-driven implementation of
these principles, focusing heavily on system stability and scalability. While DevOps promotes the culture of
delivery, SRE provides the engineering framework—including error budgets and service level objectives—to
quantify and automate reliability.

7. Real-World Case Study: Google Search's SRE Practice

Google Search maintains 99.99% availability, allowing only 4.3 minutes of downtime per month, by utilizing
advanced SRE practices. To handle massive traffic spikes and ensure stability, the team optimized load balancing
and implemented automated rollback strategies for failed deployments. By integrating Al-driven anomaly
detection for early failure warnings, they reduced request failure rates by 30%. This case study demonstrates
how prioritizing auto-scaling and minimizing manual intervention through SRE principles can sustain even the
world's most high-traffic services.

The establishment of these fundamental metrics and roles provides the necessary baseline for managing reliable
cloud deployments, setting the stage for more advanced delivery strategies.

8. SRE Fundamentals and Terminology Practice Question

Q1: What is the primary goal of Site Reliability Engineering (SRE)?

A) To replace the operations team with developers

B) To increase system reliability while enabling faster software delivery
C) To eliminate all software bugs from a system

D) To develop new software features as quickly as possible

Q2: Which of the following best describes an error budget in SRE?

A) The budget allocated to fixing system errors

B) The acceptable level of failure within a service before corrective actions are required
C) A financial budget for purchasing monitoring tools

D) A risk assessment tool that predicts the likelihood of failures

Q3: Which statement correctly describes the relationship between SLA, SLO, and SLI?

A) SLI is a measurable metric, SLO is an internal objective, and SLA is a contractual commitment
B) SLA defines internal objectives, SLO measures reliability, and SLI sets the budget

C) SLA is always stricter than SLO, and SLO is always stricter than SLI

D) SLO and SLI are contractual agreements between a company and its customers

Q4: What is a key benefit of automation in SRE?

A) It eliminates the need for system administrators

B) It increases manual control over system processes

C) It reduces repetitive tasks, increases efficiency, and minimizes human errors
D) It ensures that all software releases are bug-free

Q5: A company has set an SLO of 99.95% uptime for its cloud service. What does this mean?
A) The company guarantees the service will never experience downtime
B) The service is allowed a maximum of 0.05% downtime over a defined period
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C) The company will provide refunds if uptime drops below 99.95%
D) The service should be available 100% of the time, but small outages are ignored

Q6: Which of the following best describes the role of an SRE engineer?

A) Only focusing on fixing production issues when they occur

B) Writing code to improve reliability, automating operations, and bridging development and operations teams
C) Deploying new software features as quickly as possible

D) Monitoring systems without making any modifications

Q7: Why is monitoring and observability important in SRE?

A) It allows teams to track and measure system health in real-time
B) It eliminates the need for incident management

C) It ensures that no system failures ever occur

D) It replaces the need for error budgets

Q8: What is the main difference between DevOps and SRE?

A) DevOps focuses on operations while SRE focuses on development

B) SRE focuses on reliability engineering, whereas DevOps focuses on collaboration and CI/CD
C) DevOps is only about automation, while SRE is only about monitoring

D) SRE eliminates the need for DevOps

Q9: Which of the following tools is commonly used for monitoring and observability in SRE?
A) GitHub

B) Kubernetes

C) Prometheus

D) Terraform

Q10: A company uses runbooks as part of their SRE practice. What is the primary purpose of a runbook?
A) To track customer support tickets

B) To document the steps for responding to and resolving common incidents

C) To record financial transactions related to cloud services

D) To manage code deployments in production

2. C1000-169 Deployments

Deployment strategies are essential frameworks for delivering new features, bug fixes, and infrastructure updates
while minimizing user disruption. The choice of strategy involves a technical trade-off between resource
consumption and risk mitigation. By utilizing structured deployment methods and automated pipelines,

organizations can ensure that changes reach production in a controlled, high-availability manner that preserves
the integrity of the user experience.

1. Deployment Strategies
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Strategic deployment methods are designed to introduce changes while mitigating the risk of downtime, using
either parallel environments or incremental exposure to manage failure domains.

1.1 Blue-Green Deployment

A Blue-Green deployment involves maintaining two identical production environments. The blue environment
serves live traffic while the green environment receives the new update for testing. Once the new version is
confirmed stable, traffic is redirected to the green environment. While this strategy requires double the
infrastructure resources, it offers a nearly instantaneous rollback path by simply switching traffic back to the
original blue environment if critical issues arise post-launch.

1.2 Canary Release

A Canary release is a gradual rollout where a new version is deployed to a small subset of servers, exposing it to
a limited percentage of users—starting, for example, at 5% and moving to 25%. The team monitors performance
and behavior in this controlled setting before expanding the rollout. This approach is highly effective for
identifying bugs in production with minimal impact on the broader user base and is more resource-efficient than
maintaining twin environments.

1.3 Rolling Update

In a Rolling Update, instances of a service are updated in small batches, such as ten percent of a cluster at a
time. This ensures that the majority of the system remains available to users during the transition, preventing
complete downtime. Each batch is monitored for stability before the next set of instances is updated, maintaining
service continuity throughout the upgrade process.

1.4 A/B Testing (Data-Driven Deployment)

A/B Testing is a deployment method used to compare the performance of two different versions of a feature by
randomly assigning users to either Version A or Version B. Teams collect metrics on conversion rates, user
engagement, or latency to drive release decisions. Tools such as LaunchDarkly, Optimizely, and Google Optimize
facilitate these experiments, allowing an e-commerce platform to determine, for instance, if a new checkout flow
design increases successful transactions before a full rollout.

1.5 Feature Flags (Feature Toggles)

Feature Flags decouple the physical deployment of code from the actual release of functionality, allowing teams
to turn features on or off dynamically. Using tools like LaunchDarkly or Unleash, SREs can enable features
specifically for beta users or internal employees. This provides an emergency "kill switch," allowing for an instant
rollback of a failing feature without requiring a code redeployment or pipeline execution.

2. CI/CD Practices

Continuous Integration (Cl) and Continuous Delivery (CD) are practices that enable frequent, reliable updates
through automated pipelines. Cl focuses on automating code builds and tests every time a developer pushes
changes, ensuring early error detection. IBM Cloud offers Continuous Delivery tools that support these pipelines,
extending Cl by automating the deployment of validated code to staging or production. These automated
workflows reduce manual steps, making the delivery process faster and more predictable.
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3. Security in CI/CD (DevSecOps)

Integrating security directly into the pipeline, a practice known as DevSecOps, establishes essential guardrails for
software delivery. Static Code Analysis (SCA) tools like SonarQube or Snyk scan for vulnerabilities such as SQL
injection during the Cl phase. Container Image Security Scanning, utilizing tools like Trivy or Anchore, identifies
threats like Log4j vulnerabilities in Docker images. Finally, automated compliance checks using Open Policy
Agent (OPA) or IBM Cloud Compliance Manager ensure that every deployment adheres to regulatory standards
like GDPR or HIPAA.

4. GitOps — CI/CD for Kubernetes

GitOps is a specialized approach for managing Kubernetes deployments where Git serves as the single source of
truth for infrastructure and application configurations. Operators such as ArgoCD or FluxCD, combined with
configuration tools like Kustomize, continuously synchronize the live cluster state with the Git repository. If a
manual change is made to the cluster, the operator automatically reverts it to match the authoritative Git
configuration, ensuring consistency and simplified rollbacks.

5. Rollback Strategies

A robust deployment architecture must account for failure through version and database rollbacks. If a CI/CD
pipeline detects an error spike, it can automatically revert the application to the last stable build. For complex
failures involving data structures, tools like Liquibase and Flyway manage database schema versioning. These
tools ensure that schema changes can be safely undone, maintaining data integrity when a migration fails or a
feature is deemed problematic.

Robust deployment strategies ensure new features reach users safely, but their long-term health must be
supported by continuous observability to monitor post-release system behavior.

6. Deployments Practice Question

Q1: What is the primary goal of a deployment strategy?

A) To manually release updates as quickly as possible

B) To introduce new changes with minimal risk and downtime
C) To release changes without testing

D) To deploy new software without user awareness

Q2: Which deployment strategy involves maintaining two identical environments, allowing for instant rollback if
issues arise?

A) Rolling Update

B) Canary Release

C) Blue-Green Deployment

D) A/B Testing

Q3: Which of the following describes a Canary Release?
A) Releasing an update to a small subset of users before a full rollout
B) Deploying all servers at the same time
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C) Maintaining two identical environments for easy rollback
D) Using different application versions for different user groups permanently

Q4: In a Rolling Update, how are updates applied?

A) Updating all instances simultaneously

B) Updating small batches of instances gradually

C) Deploying a separate environment before switching traffic
D) Allowing users to manually choose their version

Q5: What is the purpose of Feature Flags in deployment?

A) To allow selective enabling or disabling of features without redeployment
B) To replace traditional testing strategies

C) To force all users to use a new feature

D) To monitor application logs in real time

Q6: Which of the following is a key benefit of Cl (Continuous Integration)?
A) Developers manually integrate their code once per month

B) Code is automatically built and tested upon every commit

C) Deployment is done without any testing

D) Code changes are manually reviewed without automation

Q7: What is the difference between Continuous Delivery (CD) and Continuous Deployment?

A) Continuous Delivery requires manual approval for production deployment, while Continuous Deployment does
not

B) Continuous Deployment always involves Blue-Green Deployment

C) Continuous Delivery does not require testing

D) Continuous Deployment involves running tests before code is merged

Q8: What is the main advantage of GitOps?

A) It allows developers to manually configure servers

B) It automates infrastructure management using Git as the source of truth
C) It replaces all deployment strategies

D) It requires no version control

Q9: A team is using ArgoCD for application deployment. What type of deployment methodology are they
following?

A) Feature Flags

B) Blue-Green Deployment

C) GitOps

D) Manual Deployment

Q10: What is the best way to roll back a failed deployment if using a database migration?
A) Delete all production data

B) Use a database migration tool that supports rollback (e.g., Flyway, Liquibase)

C) Restart the application without changing the database

D) Roll back the application but keep the database schema unchanged
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3. C1000-169 Observability Topics

Observability is a fundamental pillar of SRE that provides deep insights into the internal state of complex systems
by analyzing external telemetry. While traditional monitoring is reactive and typically answers whether a system is
healthy based on static thresholds, observability is proactive, seeking to explain why a system is behaving in a
certain way. This shift allows SRE teams to navigate "unknown unknowns" and identify the root causes of issues
in distributed architectures.

1. Observability Core Concepts

Observability is defined as the ability to understand a system's internal state through its outputs, such as metrics,
logs, and traces. It is essential for managing modern digital environments without having to directly access every
individual component. This proactive approach allows teams to find issues quickly, make data-driven decisions to
prevent future failures, and optimize performance by identifying exactly where a system is slow or inefficient.

2. The Three Pillars of Observability

A comprehensive observability framework integrates metrics, logs, and traces to provide a full picture of system
health. These pillars interoperate during failure analysis; for example, in an e-commerce slowdown, metrics might
detect a spike in response time, logs provide the error context, and tracing identifies the specific microservice
bottleneck.

2.1 Metrics

Metrics are numerical indicators representing the vital signs of a system, such as CPU utilization, memory usage,
and response times. IBM Cloud Monitoring allows teams to collect and visualize these quantitative data points in
real-time using dashboards. By setting threshold-based alerts—such as a notification if CPU utilization exceeds
85%—teams can address performance dips before they impact the broader user base.

2.2 Logging

Logging acts as a system diary, recording specific events like errors, user activities, and audit trails. Each entry
provides the specific context of what occurred, where, and when. IBM Cloud Log Analysis centralizes and
organizes these records, making it easier for engineers to perform root-cause analysis after an application crash
or to track user behavior for security and compliance purposes.

2.3 Tracing

Tracing tracks the flow of individual requests as they move through various microservices, recording the time
spent in each "span." Tools like Jaeger and Zipkin are used to identify bottlenecks and high-latency points. For
instance, if an e-commerce checkout takes five seconds, tracing can pinpoint whether the delay is in the payment
service (600ms) or the inventory service (100ms), allowing for targeted optimization.



AAAdemy | https://www.aaademy.com

3. The Four Golden Signals

Google SRE identifies four golden signals critical for assessing system health: Latency, Traffic, Errors, and
Saturation. Latency measures the time taken to process a request, such as a database query taking five seconds
instead of 200ms. Traffic measures demand, such as a spike in API calls. Errors measure the rate of failed
requests, like a 5% failure in payment transactions. Saturation measures resource utilization, specifically
identifying constraints in disk, memory, or CPU usage that might lead to system unresponsiveness.

4. OpenTelemetry: The Open Standard for Observability

OpenTelemetry (OTel) is a vendor-neutral framework providing a unified standard for collecting telemetry data. It
includes standardized APls and an OTel Collector that works across diverse tools like Prometheus, Grafana, and
Jaeger. By using OTel, organizations avoid vendor lock-in and can collect metrics, logs, and traces
simultaneously, providing a holistic view of system health from multiple sources.

5. AlOps: Al-Powered Observability

AlOps applies machine learning to enhance observability and automate incident response, significantly reducing
the Mean Time to Detect (MTTD) and Mean Time to Repair (MTTR). IBM Watson AlOps uses Al-powered
anomaly detection to identify abnormal trends in resource usage and applies natural language processing to
classify logs. By correlating tracing and metrics, AlOps can pinpoint failures and generate automated root cause
analysis reports, often mitigating issues before users are impacted.

Once a system issue has been observed and identified, the team must transition to managing the situation
through formal incident response protocols.

6. Observability Topics Practice Question

Q1: What is the primary goal of observability in a system?

A) To prevent all failures from occurring

B) To gain insights into the internal state of a system by analyzing external outputs
C) To replace all traditional monitoring tools

D) To manually log all system events

Q2: Which of the following best describes the difference between observability and monitoring?

A) Monitoring is about collecting predefined data, while observability is about understanding unknown failures
B) Observability focuses only on collecting logs, while monitoring only collects metrics

C) Monitoring is a subset of observability and focuses solely on alerting

D) Observability and monitoring are the same concepts

Q3: What are the three primary components (pillars) of observability?
A) Metrics, Monitoring, Alerts

B) Logs, Metrics, Tracing

C) Dashboards, Logs, Reports

D) CPU Usage, Response Time, Database Queries
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Q4: Why are metrics important in observability?

A) They provide numerical data to measure system performance
B) They store detailed event logs for debugging

C) They allow tracing of requests through distributed systems

D) They automatically fix system errors

Q5: A team sets up an alert to notify engineers when the CPU usage of a server exceeds 90% for more than 5
minutes. Which pillar of observability is being used?

A) Metrics

B) Logging

C) Tracing

D) Monitoring

Q6: Which of the following is a correct use case for logs in observability?
A) To measure the time taken for a request to complete

B) To track system events and errors with detailed contextual information
C) To define the structure of a database

D) To create alerts for high memory usage

Q7: What is the main benefit of tracing in a microservices architecture?
A) It allows engineers to modify logs in real-time

B) It provides a way to analyze request flow and identify bottlenecks
C) It measures CPU utilization for each microservice

D) It replaces the need for metrics and logging

Q8: A distributed e-commerce system is experiencing slow checkout times. Which observability tool would be
most useful to find the root cause?

A) Logging

B) Metrics

C) Tracing

D) Dashboards

Q9: What are the Four Golden Signals of observability, as defined by Google SRE?
A) Latency, Traffic, Errors, Saturation

B) Logging, Metrics, Alerts, Tracing

C) Debugging, Testing, Deployment, Monitoring

D) CPU, Memory, Disk, Network

Q10: Why is distributed tracing important in cloud-based architectures?
A) It allows tracing of user logins and passwords

B) It helps understand how requests flow between multiple microservices
C) It prevents servers from overloading

D) It automatically fixes software bugs
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4. C1000-169 Incident Management and Post-Incident Reviews

Incident management is a structured process designed to restore normal service as quickly as possible following
a failure, minimizing business impact and user frustration. Effective response requires a rapid, coordinated
system involving clear role assignment, professional communication, and a commitment to blameless learning.
By following these protocols, SRE teams ensure that failures are not only resolved efficiently but also used as
opportunities to strengthen system resilience.

1. The Incident Management Process

The incident management lifecycle consists of four critical stages: Detection, Classification, Response, and
Escalation. Detection uses monitoring and alerting tools to identify issues in real-time, such as a website load
time jumping from two to ten seconds. Classification involves sorting incidents by severity (SEV) and impact to
determine urgency. The Response phase utilizes pre-defined runbooks to provide step-by-step resolution
instructions. Finally, Escalation and Communication ensure that specialized engineers are engaged and
stakeholders are updated via status pages or internal dashboards.

2. Key Roles in Incident Management

To prevent chaos during critical failures, SRE teams utilize clear role assignments. The Incident Commander (IC)
oversees the entire response, declaring severity levels and making high-level go/no-go decisions. The
Responder is the engineer, such as a database administrator, tasked with investigating and fixing the root cause.
The Communicator provides regular updates to management and customers via public dashboards, like those
used by AWS. The Observer documents the process, collecting log files and metrics to suggest improvements
during the post-incident review.

3. Incident Severity Levels (SEV Classification)

Incidents are prioritized based on business impact using a SEV hierarchy. SEV-1 (Critical) represents a full
system outage, such as an online banking service being down, requiring an immediate 24/7 response. SEV-2
(High) indicates major functionality is broken, such as a checkout page failure, requiring a response within thirty
minutes. SEV-3 (Medium) involves partial impact on non-core features, like a slow search function, with a
response expected within a few hours. SEV-4 (Low) covers minor Ul glitches that can be addressed in future
releases.

4. Post-Incident Review (PIR)

The Post-Incident Review (PIR) is a blameless learning tool where teams debrief to identify the root cause of an
incident. A core technique is the "Five Whys," which repeatedly asks "why" to move past symptoms. For
example, a site outage might be traced from a server crash, to running out of memory, to a specific process
memory leak, and finally to the root cause: unoptimized code. This results in an actionable plan, including code
fixes and updated monitoring alerts, to prevent recurrence.

5. Advanced PIR Techniques
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Advanced teams use structured methods like Failure Mode Analysis (FMA) to identify all possible failure points
and their impacts, such as how a CDN failure affects global access and cache hit ratios. The Ishikawa (Fishbone)
Diagram is a visual tool used to categorize potential causes across dimensions such as hardware overheating,
software memory leaks, or network ISP failures. These techniques ensure a comprehensive understanding of
complex outages, leading to standardized PIR reports that document resolution steps and preventive measures.

The management of these incidents is supported by specific tools and standardized manuals known as runbooks,
which provide the detailed instructions needed for a successful resolution.

6. Incident Management and Post-Incident Reviews Practice Question

Q1: What is the primary goal of incident management?

A) To prevent all system failures from ever occurring

B) To respond to and resolve system incidents as quickly as possible while minimizing user impact
C) To assign blame to the responsible team members

D) To manually monitor system performance at all times

Q2: Which of the following is the first step in the incident management process?
A) Incident classification

B) Incident detection

C) Root cause analysis

D) Post-Incident Review

Q3: A company's website has suddenly become unresponsive. The incident response team determines that the
issue is critical and must be escalated to a senior engineer. At what stage of the incident management process
does this escalation occur?

A) Detection

B) Classification

C) Incident Response

D) Post-Incident Review

Q4: What is the purpose of classifying incidents by severity (e.g., SEV-1, SEV-2, SEV-3)?
A) To keep a record of incidents for legal purposes

B) To prioritize incidents based on impact and urgency

C) To limit the number of incidents that can be reported per day

D) To track the number of users affected without taking action

Q5: Which of the following best describes a runbook in incident management?
A) A guide for customers explaining how to use the system

B) A collection of scripts used to automate software deployments

C) A predefined set of steps to respond to and resolve specific types of incidents
D) A report summarizing system uptime and availability

Q6: Which of the following is NOT a key benefit of post-incident reviews (PIRs)?
A) ldentifying the root cause of incidents
B) Assigning blame to the person responsible for the issue
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C) Implementing improvements to prevent future incidents
D) Learning from past incidents to improve system reliability

Q7: What is the purpose of Root Cause Analysis (RCA) in a post-incident review?
A) To find the underlying cause of an incident, not just the symptoms

B) To create more incidents for analysis

C) To avoid investigating system failures

D) To collect user complaints

Q8: What is the "Five Whys" method commonly used for in post-incident reviews?
A) To classify different levels of incident severity

B) To repeatedly ask "why" to determine the root cause of an issue

C) To track the financial impact of system outages

D) To prioritize new feature development

Q9: Why is escalation important in incident response?

A) To avoid involving senior engineers in problem-solving

B) To ensure complex issues get the attention of the right experts

C) To slow down the resolution process so the team can analyze the issue longer
D) To notify the marketing team about the incident

Q10: What should a well-structured Post-Incident Review (PIR) Report include?
A) Only a summary of what happened

B) The root cause, resolution steps, and recommendations for improvement

C) A list of team members who made mistakes

D) A collection of user complaints related to the incident

5. C1000-169 Troubleshooting and Runbooks

Systematic troubleshooting methodologies and standardized runbooks are essential for reducing the Mean Time
to Repair (MTTR) and maintaining system reliability. Troubleshooting is the detective process of identifying and
resolving the root cause of an issue, while runbooks provide the standardized recipe for a consistent response.
Together, they ensure that incident response is a repeatable, structured process that minimizes human error and
speeds up recovery time.

1. Troubleshooting Methodologies

Professional troubleshooting involves several strategic approaches to narrow down failures. Layered
Troubleshooting, or a Bottom-Up approach, systematically checks the technology stack starting from the network
(using ping, traceroute, or tcpdump), moving to the operating system (using top, iostat, or htop), and finally to
application logs and code. Hypothesis Testing follows a scientific approach where an engineer forms a potential
cause, such as a memory leak, and tests it against logs like dmesg. Comparative Analysis involves looking at the



AAAdemy | https://www.aaademy.com
system state "before vs. after" an incident, such as comparing execution plans using EXPLAIN ANALYZE to find
why a query slowed down.

2. Essential Troubleshooting Tools

A comprehensive diagnostic toolset is required for effective system analysis. System monitoring tools like
Grafana, Prometheus, and Datadog track resource trends, while the ELK Stack (Elasticsearch, Logstash, Kibana)
or Splunk are used for deep log analysis. For network-level issues, utilities such as ping and tcpdump are
essential for detecting connectivity problems or packet loss. Distributed tracing tools like Jaeger or Zipkin help
identify slow services in microservices architectures that might otherwise be hidden.

3. Structured Runbook Framework

A well-organized runbook ensures a faster and more consistent resolution to predictable incidents. It typically
contains trigger conditions, such as CPU usage exceeding 85%, followed by specific diagnosis steps using
commands like ps aux. The resolution steps provide manual fixes, such as restarting a service or scaling up
using Kubernetes. Finally, a runbook includes validation steps to confirm the issue is resolved and a section for
post-incident review to capture lessons learned.

4. Automating Runbooks

Modern SRE focuses on the shift from manual troubleshooting to automated fixes using tools like Ansible,
Terraform, or IBM Cloud Schematics. Automated runbooks can be triggered by monitoring tools like PagerDuty to
execute resolution scripts automatically when specific conditions are met. For example, if a server's CPU
exceeds a threshold, an automated workflow can restart the process or scale instances without human
intervention. Advanced systems like IBM Watson AlOps can detect anomalies and trigger these self-healing
workflows before users are impacted.

These tactical tools for incident response fit into the broader context of daily operations and long-term
maintenance required to sustain a healthy cloud environment.

5. Troubleshooting and Runbooks Practice Question

Q1: What is the primary goal of troubleshooting in an SRE environment?
A) To permanently eliminate all system failures

B) To systematically identify, diagnose, and resolve system issues

C) To manually restart services every time a problem occurs

D) To replace all monitoring tools with automation

Q2: Which of the following is the first step in the troubleshooting process?
A) Gradual elimination of possible causes

B) Problem identification

C) Log analysis

D) Incident escalation
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Q3: What is the primary purpose of log analysis in troubleshooting?

A) To predict future system failures using Al

B) To collect all system events for legal auditing

C) To track performance trends over time

D) To examine past events and identify error patterns leading to system failures

Q4: Which troubleshooting method involves checking each layer of the system (network, OS, application, etc.) in
sequence to find the root cause?

A) Hypothesis testing

B) Gradual elimination

C) Layered troubleshooting

D) A/B testing

Q5: What is the main benefit of Runbooks in system operations?

A) They eliminate the need for monitoring

B) They provide predefined steps to handle known issues efficiently
C) They allow untrained personnel to make system changes

D) They replace automated incident response

Q6: Which of the following is an example of a common Runbook use case?
A) Designing a new software feature

B) Setting up a weekly team meeting

C) Responding to a high CPU usage alert

D) Writing a customer feedback survey

Q7: Which section of a Runbook typically contains escalation procedures for unresolved incidents?
A) Common issues and response steps

B) Alert response guidelines

C) Emergency contact list

D) Post-mortem analysis

Q8: How can automated Runbooks improve incident response?
A) By predicting and preventing all failures in advance

B) By replacing all engineers with Al-driven automation

C) By reducing manual intervention in repetitive operational tasks
D) By eliminating the need for logs and monitoring tools

Q9: A company wants to automatically restart a service when CPU usage exceeds 90% for more than 5 minutes.
Which of the following tools would be most appropriate?

A) Manual troubleshooting using SSH

B) A documented Runbook that requires human execution

C) An automated Runbook with Ansible or Terraform

D) A weekly system audit report

Q10: Why is it important to conduct a post-incident review after troubleshooting and executing a Runbook?
A) To find the person responsible for the issue and assign blame
B) To document the incident, analyze the root cause, and prevent future occurrences
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C) To create more alerts for similar problems
D) To increase the number of Runbooks available in the system

6. C1000-169 Operations

Operations in an SRE context is the discipline of managing resources, resilience, and costs for long-term
sustainability. Unlike traditional operations, which often involve manual configuration and reactive monitoring, the
SRE approach emphasizes automation and proactive observability. The goal is to create a balanced environment
that performs reliably under load while remaining cost-effective and secure through the use of Infrastructure as
Code and automated resource management.

1. Core Objectives of Operations

The pillars of modern operations are Reliability, Scalability, Security, and Cost Efficiency. Reliability ensures
system uptime through implementations like auto-scaling to handle peak loads. Scalability allows resources to
expand or contract based on demand using Kubernetes. Security protects infrastructure via IAM policies, while
Cost Efficiency focuses on minimizing waste, such as moving rarely accessed data to cold storage. This shift
replaces manual server management with automated Infrastructure as Code (IaC) and proactive observability
using metrics and traces.

2. Daily Operations and Resource Management

Daily tasks include scaling resources to meet demands, monitoring the health of virtual machines and load
balancers, and decommissioning unused assets to reduce system complexity and costs. To ensure consistency,
SREs use laC tools like IBM Cloud Schematics or Terraform to deploy resources in a standardized manner. This
is contrasted with traditional operations, where an engineer might manually SSH into a server to update
configurations; in SRE, tools like Ansible automate these management tasks.

3. Backup and Recovery Strategies

Maintaining data integrity requires a rigorous backup and recovery policy, including regular schedules and
point-in-time snapshots for quick rollbacks. A critical component of this strategy is the regular testing of recovery
procedures. A backup is only useful if it can be restored quickly and correctly, so testing ensures the team can
minimize downtime and data loss in the event of a database crash or system failure.

4. Cost Management and Optimization

Cloud flexibility can lead to overspending without careful management of resource utilization. Cost optimization
strategies include monitoring usage to identify underutilized instances and downsizing them. Organizations can
also control budgets by transitioning to Reserved Instances for predictable workloads or using serverless
computing like IBM Cloud Functions to run code only when needed. A specific optimization involves moving
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year-old records to IBM Cloud Object Storage - Archive, which can reduce costs by 70%. Tools like IBM Cloud
Cost Management provide real-time insights to track these expenses.

5. Automation in Operations

Automation is the key to managing large-scale infrastructure seamlessly. Terraform is used to automate the
deployment of cloud VMs and databases, while Ansible ensures that all servers maintain consistent configuration
settings. Kubernetes provides automated scaling, adding or removing containers based on traffic spikes. This
automation improves efficiency and consistency, allowing a small team of engineers to manage thousands of
resources with high reliability and minimal manual effort.

The final layer of protection in the SRE lifecycle is ensuring that all operations and deployments are conducted
within a framework of rigorous security and compliance.

6. Operations Practice Question

Q1: What is the primary goal of operations in a cloud environment?

A) To develop new application features

B) To ensure system reliability, scalability, security, and cost efficiency
C) To replace all human operations with Al-driven automation

D) To allow unlimited resource usage without cost monitoring

Q2: Which of the following is a key task in resource management for cloud operations?
A) Writing new application code

B) Scaling resources based on demand

C) Designing user interface elements

D) Ignoring unused resources to minimize changes

Q3: Which of the following best describes Infrastructure as Code (I1aC)?

A) A method of manually configuring cloud infrastructure

B) A script-based approach to defining and managing cloud resources automatically
C) A monitoring tool used to track system logs

D) A financial report for cloud costs

Q4: A company experiences a sudden increase in website traffic due to a marketing campaign. What is the most
effective way to handle the increased demand?

A) Manually add new servers after checking the traffic logs

B) Enable auto-scaling to automatically provision additional resources

C) Restart all servers to refresh system performance

D) Increase the budget without adjusting resources

Q5: What is the primary purpose of monitoring and alerting in operations?
A) To prevent all system failures from occurring

B) To automatically repair all incidents without human intervention

C) To detect and notify teams of system issues before they impact users
D) To generate reports that are reviewed once a year
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Q6: Which of the following would be an appropriate alerting threshold for a cloud database server?
A) CPU usage exceeding 80% for more than 10 minutes

B) Database logs recording a single failed query

C) A small increase in network latency for 1 second

D) A backup completed successfully

Q7: A company wants to ensure cost efficiency in its cloud environment. Which of the following actions would
help achieve this?

A) Keeping all virtual machines running at all times

B) Moving infrequently accessed data to cheaper storage tiers

C) Ignoring billing reports until the end of the year

D) Using only on-demand instances for all workloads

Q8: What is the main advantage of serverless computing for operations?

A) Servers automatically repair themselves

B) There is no need to manage infrastructure, and you only pay for execution time
C) Serverless applications do not require security policies

D) All applications must run 24/7

Q9: Which of the following is an effective security measure in cloud operations?
A) Granting all users full administrative access

B) Using multi-factor authentication (MFA) for all critical accounts

C) Disabling all monitoring to reduce costs

D) Sharing a single admin password among all team members

Q10: A company has unused virtual machines (VMs) that are still running, increasing cloud costs. What should
the operations team do?

A) Leave them running in case they are needed later

B) Decommission or scale down the unused VMs to save costs

C) Ignore them and focus on application development

D) Increase the budget to compensate for the unused resources

7. C1000-169 Security on IBM Cloud

Security on IBM Cloud is a multi-layered discipline essential for protecting data, resources, and users in a remote
environment. Because cloud resources are accessed over networks and store sensitive information, a
comprehensive security posture must be integrated into every stage of the SRE lifecycle. This includes managing
identities through Zero Trust, encrypting data, securing the network against malicious traffic, and ensuring that all
systems comply with stringent international regulatory standards.

1. Identity and Access Management (IAM) and Zero Trust
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Identity and Access Management (IAM) on IBM Cloud is built on the Zero Trust principle of "Never Trust, Always
Verify." Every access request must be authenticated and authorized, with no entity granted automatic trust. This
is enforced through Multi-Factor Authentication (MFA) and the Principle of Least Privilege (PoLP), ensuring that
users—such as Administrators, Developers, or Auditors—only have the permissions required for their specific
roles. Continuous authentication ensures that if a user logs in from an unknown location, their session can be
automatically revoked.

2. Data Security and Encryption

Protecting data requires securing it in two states: at rest and in transit. Encryption at rest protects data stored on
physical drives, ensuring it remains unreadable if hardware is compromised. Encryption in transit uses protocols
like SSL/TLS to secure data as it moves between networks. IBM Key Protect provides a centralized service for
generating and managing the lifecycle of encryption keys, offering secure control over key rotation and access.

3. Network Security

Network security establishes defensive barriers using Firewalls, Security Groups, and isolation policies to block
unauthorized traffic. Firewalls monitor incoming and outgoing traffic based on predefined rules, while Security
Groups provide flexible rules for specific resources. Furthermore, IBM Cloud Internet Services (CIS) WAF
provides specialized protection against Web Application threats such as SQL injection, Cross-Site Scripting
(XS8S), and large-scale DDoS attacks, blocking malicious queries before they reach critical databases.

4. Secrets Management

Managing sensitive credentials like API keys, database passwords, and certificates is a critical task that must
avoid hardcoding secrets in repositories. IBM Cloud Secrets Manager provides a centralized service to securely
store and retrieve these secrets. This approach supports automatic key rotation and restricts access through
role-based controls. By retrieving secrets dynamically during deployment, teams eliminate the security risks
associated with exposed credentials.

5. Compliance and Cloud Security Posture Management (CSPM)

Compliance ensures that cloud environments meet legal standards like GDPR, HIPAA, and PCI-DSS. Cloud
Security Posture Management (CSPM), through tools like IBM Cloud Security Advisor and IBM Cloud
Compliance Manager, automates the detection of misconfigurations, such as public storage bucket exposure. For
real-time threat detection, IBM Security QRadar (SIEM) collects and correlates security logs using Al to identify
unusual activity. Integrated security completes the SRE lifecycle by ensuring the resilience and integrity of the
entire cloud environment.

6. Security on IBM Cloud Practice Question

Q1: What is the primary goal of Identity and Access Management (IAM) in IBM Cloud?
A) To allow all users to have full access to all cloud resources

B) To define and enforce permissions for users and services based on roles and policies
C) To encrypt all data stored in IBM Cloud

D) To automate the deployment of cloud infrastructure
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Q2: In IBM Cloud IAM, which role has full access to manage resources and permissions?
A) Developer

B) Auditor

C) Administrator

D) Viewer

Q3: What is the primary purpose of IBM Key Protect?
A) To store and manage encryption keys securely

B) To generate logs for cloud resource usage

C) To monitor network traffic for security threats

D) To provide cloud cost optimization insights

Q4: What is encryption at rest in IBM Cloud?

A) Encrypting data while it is stored to protect it from unauthorized access
B) Encrypting data only when it is transmitted between services

C) Automatically deleting unused data

D) Restricting access to data through IAM policies

Q5: What is the role of a Web Application Firewall (WAF) in IBM Cloud?

A) To monitor and filter HTTP/HTTPS requests to web applications, preventing attacks like SQL Injection and
XSS

B) To encrypt network traffic
C) To manage cloud IAM policies
D) To automatically back up cloud resources

Q6: In a Zero Trust Security Model, which of the following is a key principle?
A) Always trust internal users, but authenticate external users

B) Authenticate and authorize every request, regardless of its source

C) Only encrypt data in transit

D) Allow all users to access all resources without restrictions

Q7: Which IBM Cloud service provides Security Information and Event Management (SIEM) capabilities?
A) IBM Key Protect

B) IBM Cloud Security Advisor

C) IBM QRadar

D) IBM Cloud Functions

Q8: How does IBM Cloud Secrets Manager enhance security?

A) By providing secure storage for API keys, passwords, and database credentials
B) By encrypting all logs generated in IBM Cloud

C) By restricting IAM access to resources

D) By automatically blocking unauthorized IP addresses

Q9: Which of the following IBM Cloud security services helps detect misconfigurations and compliance risks?
A) IBM Key Protect

B) IBM Cloud Security Advisor
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C) IBM Cloud Kubernetes Service
D) IBM Watson Al

Q10: A company needs to ensure GDPR compliance when storing customer data in IBM Cloud. Which of the
following actions would help achieve compliance?

A) Encrypting customer data at rest and in transit

B) Giving all employees access to customer data

C) Storing all customer data in plaintext

D) Using only on-premises servers

Learning Path & Study Advice

A recommended study approach begins with mastering core SRE principles and IBM Cloud fundamentals.
Candidates should then explore incident management practices, observability techniques, and troubleshooting
strategies. Practical application through scenario-based exercises is crucial for understanding operations,
deployments, and security practices. Studying should focus on conceptual clarity, understanding workflows, and
connecting reliability principles to operational tasks within a cloud environment.

Who This PDF Is For

This overview is suitable for early-career cloud engineers, IT operations staff, or professionals seeking to enter
the field of site reliability engineering. Candidates with foundational cloud knowledge or general IT experience will
benefit most. It is intended for those who wish to understand and apply core SRE concepts, manage operational
tasks, and improve service reliability in IBM Cloud environments.

Call To Action

This document provides an overview of structured learning and certification preparation approaches. For learners
seeking clear knowledge organization, guided study planning, and exam-focused practice resources, AAAdemy
offers a comprehensive platform to support independent and effective learning.

Explore additional training materials, study guidance, and practice resources at:

https://www.aaademy.com/IBM-Certified-Associate-SRE-Cloud-v2/C1000-169.html
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Online Flashcards (Quizlet):

https://quizlet.com/user/AAAdemy/folders/c1000-169-ibm-cloud-associate-sre-v2-flashcards?i=6zfa5t&x=1xqt

Attachment : Answers by Knowledge Point

SRE Fundamentals and Terminology Practice Question

A1: Answer: B) To increase system reliability while enabling faster software delivery

Explanation: The main goal of SRE is to balance system reliability and development speed. SRE ensures that
systems remain highly available while allowing innovation and rapid feature deployment through automation and
best practices.

A2: Answer: B) The acceptable level of failure within a service before corrective actions are required

Explanation: The error budget is the amount of downtime or errors a service can tolerate while still meeting its
Service Level Objectives (SLOs). If the error budget is exhausted, teams focus on improving reliability rather than
deploying new features.

A3: Answer: A) SLI is a measurable metric, SLO is an internal objective, and SLA is a contractual commitment
Explanation:

e SLI (Service Level Indicator): A real-time metric that measures system performance (e.g., latency, uptime,
error rate).
SLO (Service Level Objective): An internal target that a company sets to maintain reliability.
SLA (Service Level Agreement): A formal contract between a company and customers specifying
reliability commitments, with penalties if not met.

A4: Answer: C) It reduces repetitive tasks, increases efficiency, and minimizes human errors
Explanation: Automation in SRE helps handle repetitive operational tasks, reduces human error, and improves
system reliability. It enables faster deployments, incident response, and infrastructure management.

A5: Answer: B) The service is allowed a maximum of 0.05% downtime over a defined period

Explanation: An SLO (Service Level Objective) is an internal reliability target. If an SLO is 99.95% uptime, it
means the system can be down for 0.05% of the total time (e.g., about 22 minutes per month). This helps
balance reliability and innovation.

A6: Answer: B) Writing code to improve reliability, automating operations, and bridging development and
operations teams

Explanation: SRE engineers work to increase reliability through automation, manage incidents, and collaborate
with development and operations teams to ensure smooth deployments and stability.
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A7: Answer: A) It allows teams to track and measure system health in real-time

Explanation: Monitoring and observability are crucial in SRE because they provide real-time insights into system
performance, helping teams detect, diagnose, and resolve issues before they impact users.

A8: Answer: B) SRE focuses on reliability engineering, whereas DevOps focuses on collaboration and CI/CD
Explanation:

e DevOps is a cultural movement that emphasizes collaboration between development (Dev) and
operations (Ops) to enable continuous delivery and automation.

e SRE is a specific implementation of DevOps principles, focusing on site reliability, automation, and
balancing reliability with speed.

A9: Answer: C) Prometheus

Explanation: Prometheus is a widely used monitoring tool that collects metrics, stores time-series data, and
provides real-time observability into system performance. Other popular tools include Grafana, Datadog, and IBM
Cloud Monitoring.

A10: Answer: B) To document the steps for responding to and resolving common incidents
Explanation: Runbooks are detailed operational guides that document how to handle common incidents, system
failures, and recovery processes. They help ensure a consistent and efficient response to problems.

Incident Management and Post-Incident Reviews Practice Question

A1: Answer: B) To respond to and resolve system incidents as quickly as possible while minimizing user impact
Explanation: Incident management focuses on quickly detecting, classifying, responding to, and resolving system
failures while minimizing downtime and impact on users. It does not aim to eliminate all failures but ensures a
structured response process.

A2: Answer: B) Incident detection

Explanation: Before an incident can be addressed, it must first be detected. This is typically done using
monitoring tools that track system metrics such as response times, error rates, and server availability. If
something abnormal is detected, an alert is triggered.

A3: Answer: C) Incident Response

Explanation: Incident response includes the steps taken to mitigate or resolve an issue. If the initial responders
cannot fix the problem, they escalate it to a more experienced engineer or another team that specializes in that
area.

A4: Answer: B) To prioritize incidents based on impact and urgency
Explanation: Incident classification helps teams assign priority levels to incidents based on their severity. For
example:

SEV-1 (Critical) — Entire system failure, major business impact.

SEV-2 (High) — A major feature is down, but core services are operational.
SEV-3 (Medium) — A minor issue affects some users.

SEV-4 (Low) — Aesthetic or low-impact issues.
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A5: Answer: C) A predefined set of steps to respond to and resolve specific types of incidents

Explanation: Runbooks provide step-by-step instructions on how to handle incidents efficiently. They help ensure
consistency in responses and reduce downtime.

A6: Answer: B) Assigning blame to the person responsible for the issue
Explanation: PIRs focus on learning and improving, not blaming individuals. The goal is to understand what
happened, find root causes, and make improvements to prevent similar incidents.

A7: Answer: A) To find the underlying cause of an incident, not just the symptoms
Explanation: RCA aims to identify the real reason an incident occurred. Instead of just fixing the immediate issue,
RCA helps teams find and address the deeper problem to prevent recurrence.

A8: Answer: B) To repeatedly ask "why" to determine the root cause of an issue

Explanation: The "Five Whys" method helps drill down into the root cause of a problem by asking "why" multiple
times.

Example:

Why did the website crash? — The server stopped responding.

Why did the server stop responding? — It ran out of memory.

Why did it run out of memory? — A process was consuming too much RAM.

Why was the process consuming too much RAM? — There was a memory leak in the code.
Why was there a memory leak? — A recent update introduced a bug.

Now the team knows that the real issue is a memory leak caused by a recent code change.

aokrowbd=

A9: Answer: B) To ensure complex issues get the attention of the right experts
Explanation: If an incident cannot be resolved at the first level of response, escalation ensures that specialists or
senior engineers step in to handle it, reducing downtime.

A10: Answer: B) The root cause, resolution steps, and recommendations for improvement
Explanation: A good PIR report should include:

Summary of the incident (what happened, when, and who was affected).
Root Cause Analysis (RCA) (what caused the issue).

Actions taken to fix the issue.

Recommendations to prevent future incidents.

The focus should always be on learning and improvement, not blame.

Observability Topics Practice Question

A1: Answer: B) To gain insights into the internal state of a system by analyzing external outputs

Explanation:

Observability enables teams to understand how a system operates internally without needing direct access by
analyzing metrics, logs, and traces. It does not prevent failures but helps diagnose and resolve them quickly.

A2: Answer: A) Monitoring is about collecting predefined data, while observability is about understanding
unknown failures

Explanation:

e Monitoring tracks known issues using predefined alerts and dashboards.
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e Observability allows teams to diagnose unknown failures by exploring metrics, logs, and traces.
Observability provides deeper insights than traditional monitoring.

A3: Answer: B) Logs, Metrics, Tracing
Explanation:
Observability is based on three core components:

1. Metrics — Numerical data tracking system performance.

2. Logs — Text-based event records that provide detailed context.

3. Tracing — Tracks requests as they move through a system.
These three together provide full system visibility.

A4: Answer: A) They provide numerical data to measure system performance

Explanation:

Metrics are quantitative indicators that help track system health. Common examples include CPU usage, memory
consumption, response time, and error rates. They help detect anomalies in system behavior.

A5: Answer: A) Metrics

Explanation:

Metrics are numerical measurements used to monitor system performance. CPU usage is a metric, and setting
alerts based on metric thresholds helps prevent system failures.

A6: Answer: B) To track system events and errors with detailed contextual information

Explanation:

Logs provide detailed records of system events, including errors, user activity, and system operations. They help
engineers debug issues and analyze past incidents.

A7: Answer: B) It provides a way to analyze request flow and identify bottlenecks

Explanation:

Tracing helps track the journey of a request across multiple microservices. It is essential for troubleshooting
latency issues and identifying which service is causing slow response times.

A8: Answer: C) Tracing

Explanation:

Tracing tracks the flow of requests across multiple services. It can show where the slowdown occurs—for
example, whether the issue is with the payment service, inventory system, or database query execution.

A9: Answer: A) Latency, Traffic, Errors, Saturation
Explanation:
The Four Golden Signals help measure system reliability:

Latency — How long a request takes to complete.

Traffic — The number of requests the system handles.

Errors — The rate of failed requests.

Saturation — How much of the system’s resources are being used.

e

A10: Answer: B) It helps understand how requests flow between multiple microservices
Explanation:
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In cloud-based microservices architectures, a single request often travels through multiple services before
completing. Distributed tracing helps pinpoint where latency issues or failures occur within the system.

Troubleshooting and Runbooks Practice Question (continued)

A1: Answer: B) To systematically identify, diagnose, and resolve system issues

Explanation:

Troubleshooting is a structured approach to identifying, diagnosing, and resolving system failures. The goal is to
quickly find the root cause and restore service efficiently. It does not aim to eliminate all failures permanently, but
rather to manage them effectively.

A2: Answer: B) Problem identification

Explanation:

Before fixing a problem, you must identify and confirm its symptoms. This includes gathering data from
monitoring tools, user reports, and logs to ensure the issue is real and define its impact.

A3: Answer: D) To examine past events and identify error patterns leading to system failures

Explanation:

Logs provide detailed records of what happened in a system before, during, and after a failure. Analyzing logs
helps teams find error messages, failed transactions, or unusual behaviors that led to the problem.

A4: Answer: C) Layered troubleshooting
Explanation:
Layered troubleshooting follows a systematic approach, checking potential failure points one at a time:

1. Network layer (Check connectivity, DNS, firewalls).
2. Operating system (Check CPU, memory, disk usage).
3. Application layer (Check logs, error messages).
This method helps teams isolate the problem area before diving into deeper diagnostics.

A5: Answer: B) They provide predefined steps to handle known issues efficiently

Explanation:

Runbooks document step-by-step solutions for handling known issues, ensuring a consistent, efficient, and
repeatable response process. They do not replace automation but work alongside it.

A6: Answer: C) Responding to a high CPU usage alert
Explanation:
Runbooks are commonly used for handling system alerts such as:

e High CPU usage — Steps to check running processes, restart services, or scale resources.
e Database connection failures — Steps to validate credentials, restart the database, and check logs.
They are designed for operational tasks, not project planning.

A7: Answer: C) Emergency contact list

Explanation:

When an issue cannot be resolved using predefined steps, a Runbook includes an escalation process that lists
senior engineers, support contacts, or incident managers to notify.
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A8: Answer: C) By reducing manual intervention in repetitive operational tasks

Explanation:

Automated Runbooks help automatically resolve predictable incidents (e.g., auto-restarting a service if CPU
exceeds 90%). They improve efficiency, speed, and reliability by minimizing human intervention in routine issues.

A9: Answer: C) An automated Runbook with Ansible or Terraform

Explanation:

Automated Runbooks trigger predefined actions when conditions are met, such as auto-restarting a process
when CPU usage is too high.

e Ansible: Automates system tasks (e.g., restart services).
e Terraform: Automates infrastructure scaling (e.g., provision more servers).

A10: Answer: B) To document the incident, analyze the root cause, and prevent future occurrences
Explanation:
A post-incident review (PIR) helps teams:

1. Understand the root cause of the issue.

2. Evaluate whether the Runbook was effective.

3. Implement preventive measures to reduce recurrence.
PIRs focus on learning, not blaming.

Operations Practice Question

A1: Answer: B) To ensure system reliability, scalability, security, and cost efficiency

Explanation:

Operations focus on keeping cloud systems running smoothly by ensuring high availability, security, cost control,
and scalability. Unlike development, which creates new features, operations focus on managing infrastructure
and system performance.

A2: Answer: B) Scaling resources based on demand

Explanation:

Cloud operations teams scale resources up or down based on traffic demand to optimize performance and
minimize costs. Unused resources should be decommissioned to prevent waste.

A3: Answer: B) A script-based approach to defining and managing cloud resources automatically

Explanation:

laC (Infrastructure as Code) allows teams to define cloud resources using code (e.g., Terraform, Ansible). This
ensures consistent, repeatable deployments without manual configuration errors.

A4: Answer: B) Enable auto-scaling to automatically provision additional resources

Explanation:

Auto-scaling dynamically adds or removes compute resources based on demand, ensuring smooth performance
without manual intervention.

A5: Answer: C) To detect and notify teams of system issues before they impact users

Explanation:

Monitoring tools (e.g., Prometheus, IBM Cloud Monitoring) track key system metrics (CPU, memory, response
time), while alerting tools notify teams when issues arise, enabling quick resolution.
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A6: Answer: A) CPU usage exceeding 80% for more than 10 minutes

Explanation:

A persistent high CPU usage may indicate performance degradation or resource constraints, requiring attention
to prevent downtime.

A7: Answer: B) Moving infrequently accessed data to cheaper storage tiers

Explanation:

Cost optimization strategies include moving cold data to low-cost storage (e.g., IBM Cloud Archive Storage) and
shutting down idle resources to avoid unnecessary expenses.

A8: Answer: B) There is no need to manage infrastructure, and you only pay for execution time

Explanation:

Serverless computing (e.g., IBM Cloud Functions) eliminates infrastructure management and only charges for
actual usage, reducing operational complexity and cost.

A9: Answer: B) Using multi-factor authentication (MFA) for all critical accounts

Explanation:

Security best practices include MFA, least privilege access, and logging user activity to prevent unauthorized
access.

A10: Answer: B) Decommission or scale down the unused VMs to save costs

Explanation:

Unmonitored, idle resources increase cloud expenses. Operations teams should identify and shut down unused
VMs to optimize cost efficiency.

Deployments Practice Question

A1: Answer: B) To introduce new changes with minimal risk and downtime

Explanation:

A good deployment strategy reduces risk, minimizes downtime, and ensures stability. Techniques like Blue-Green
Deployment, Canary Release, and Rolling Updates help safely roll out updates.

A2: Answer: C) Blue-Green Deployment
Explanation:
In Blue-Green Deployment, there are two environments:

e Blue (Current Production) — Live traffic goes here.
e Green (New Version) — The new version is deployed and tested here.
Once verified, traffic switches to Green, and if needed, it can be quickly rolled back to Blue.

A3: Answer: A) Releasing an update to a small subset of users before a full rollout

Explanation:

A Canary Release gradually introduces a new version to a small percentage of users, allowing teams to detect
issues before expanding to a larger audience.

A4: Answer: B) Updating small batches of instances gradually

Explanation:

Rolling Updates replace instances gradually in batches instead of all at once. This ensures that part of the
system remains available while updating.
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A5: Answer: A) To allow selective enabling or disabling of features without redeployment

Explanation:

Feature Flags allow teams to dynamically enable or disable specific features without deploying a new version.
This is useful for gradual rollouts, A/B testing, and quick rollbacks.

A6: Answer: B) Code is automatically built and tested upon every commit

Explanation:

Continuous Integration (Cl) ensures that every code commit triggers automated builds and tests, reducing
integration issues and catching bugs early.

A7: Answer: A) Continuous Delivery requires manual approval for production deployment, while Continuous
Deployment does not
Explanation:

e Continuous Delivery ensures that code is ready to be deployed, but manual approval is required before
releasing to production.
e Continuous Deployment automatically pushes changes to production without manual approval.

A8: Answer: B) It automates infrastructure management using Git as the source of truth

Explanation:

GitOps leverages Git repositories to define infrastructure and application deployments, ensuring that Kubernetes
environments stay in sync with the Git repository.

A9: Answer: C) GitOps

Explanation:

ArgoCD is a GitOps tool used to manage Kubernetes deployments, ensuring that the current environment
matches the declared configuration in Git.

A10: Answer: B) Use a database migration tool that supports rollback (e.g., Flyway, Liquibase)

Explanation:

If a deployment involves database schema changes, a rollback must ensure that the database state matches the
previous version. Flyway or Liquibase allows controlled database rollbacks.

Security on IBM Cloud Practice Question

A1: Answer: B) To define and enforce permissions for users and services based on roles and policies
Explanation:

IAM in IBM Cloud is responsible for controlling user and service access, ensuring that only authorized users can
access specific resources. This prevents unauthorized access to data and operations.

A2: Answer: C) Administrator

Explanation:

The Administrator role has full management permissions, including creating, deleting resources, and managing
IAM policies, whereas Developers can only modify code, and Auditors have read-only access.

A3: Answer: A) To store and manage encryption keys securely

Explanation:

IBM Key Protect is an IBM Cloud Key Management Service (KMS) used for securely generating, storing, and
managing encryption keys, ensuring data encryption keys are not accessed by unauthorized users.
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A4: Answer: A) Encrypting data while it is stored to protect it from unauthorized access

Explanation:

Encryption at Rest protects stored data from unauthorized access, preventing data leaks if physical storage
devices are stolen or compromised.

A5: Answer: A) To monitor and filter HTTP/HTTPS requests to web applications, preventing attacks like SQL
Injection and XSS

Explanation:

A Web Application Firewall (WAF) protects web applications from SQL Injection, Cross-Site Scripting (XSS), and
DDosS attacks.

A6: Answer: B) Authenticate and authorize every request, regardless of its source

Explanation:

The Zero Trust Security Model follows the "Never Trust, Always Verify" principle, meaning that even internal
network requests must be authenticated and authorized.

A7: Answer: C) IBM QRadar

Explanation:

IBM QRadar is IBM’s SIEM (Security Information and Event Management) solution, capable of collecting,
analyzing, and correlating logs to detect security threats and automatically trigger alerts.

A8: Answer: A) By providing secure storage for API keys, passwords, and database credentials

Explanation:

IBM Cloud Secrets Manager allows teams to securely store API keys, database credentials, and TLS certificates,
preventing sensitive information from being hardcoded in source code.

A9: Answer: B) IBM Cloud Security Advisor

Explanation:

IBM Cloud Security Advisor provides automated compliance checks, helping organizations ensure they meet
GDPR, PCI-DSS, HIPAA security standards.

A10: Answer: A) Encrypting customer data at rest and in transit

Explanation:

GDPR requires businesses to protect user data, and encrypting both stored (at rest) and transmitted (in transit)
data is one of the best practices for compliance.
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